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Abstract:

The prevalence of cyberbullying is increasing, particularly among adolescents and young adults.
Using existing studies on the topic, this article seeks to determine the factors that lead to the
occurrence of cyberbullying. Using a variety of empirical investigations, theoretical frameworks,
and conceptual models, this article identifies the primary contributors to cyberbullying. Individual,
societal, and environmental factors can all have an effect on cyberbullying, as revealed by this
study. Among the individual determinants are age, gender, self-esteem, and emotional management.
Peer influence, social support, and social media use are social factors. Contextual factors, such as
school culture and parental participation, play an important impact as well.

In addition, the paper analyzes the role of technology in cyberbullying, namely the impact of
anonymity, online disinhibition, and easy internet access. The review also addresses the limitations
of existing research, such as the absence of standard definitions and assessment techniques, as well
as the need for additional research to determine the efficacy of preventative and intervention
strategies. This analysis concludes by emphasizing the necessity for a holistic approach to
cyberbullying that takes into account individual, societal, and environmental aspects. The
conclusions of this research can aid policymakers, educators, and parents in the development of
programs that effectively prevent, combat cyberbullying and identify cyberbullying.
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Introduction:

The internet has become an essential aspect of everyday life and holds significant importance in
society, with over four billion people accessing it worldwide. The modern era is marked by the
pervasiveness of technology, and the younger generation is especially involved in an internet-
centered digital lifestyle. The spread of information and communication technologies (ICTs) has
resulted in profound behavioral shifts among humans. Unfortunately, this quick technical
development has not only resulted in benefits, but also a number of issues, including cyberbullying.
The internet may be compared to a double-edged sword because it has transformed our daily lives
while simultaneously creating chances for unpleasant behaviors such as cyberbullying, an electronic
form of bullying[21].

Internet has become, with other technology, one of the most prominent communication routes used
by university students globally. Younger Generation, including those enrolled in higher education,
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exhibits a high level of technology consumption and serves as an early adopter of novel
technologies for their daily activities. However, extensive exposure to technology may make
children more vulnerable to developing a range of negative habits and distractions, such as exposure
to false information, religious fanaticism, politics, obscenity, substance abuse, violence, and
cyberbullying. A poll of internet users reveals that the percentage of 18- to 30-year-olds who are
active online users is 95% [41]. The frequency with which adolescents utilize technology is a major
indicator of their susceptibility to cyberbullying behavior.

Bullying refers to aggressive, purposeful, deliberate, undesired, unethical, inappropriate, immoral,
unpleasant, and disrespectful behavior towards individuals or groups that involves an actual or
perceived imbalance of power. This behavior is commonly characterized by its frequent and
repetitive nature, and it can be enacted by an individual or a collective of individuals sharing similar
beliefs or attitudes. Physical attack, verbal abuse, distributing falsified news, harsh
words/comments, rumours, gossip, threats, and social isolation are examples of bullying behaviors.

Cyberbullying is described as "the use of information and communication technologies to facilitate
deliberate, recurrent, and aggressive behavior by a person or group with the intent to damage or
defame others". Cyberbullying is, in plain terms, a computerized version of social harassment [33].
Despite the distinctions between traditional and cyberbullying, individuals who experience either
form of bullying often encounter similar adverse consequences, such as stress, despair, isolation,
mental health problems, and sleep disruptions. In addition, both types of bullying require the desire
to inflict injury or pain to the victim. Yet, the advent of internet technology has led to the rise of
cyberbullying, which is regarded as more hazardous than traditional bullying due to the bully's
ability to remain anonymous. It is simpler for cyberbullies to assault their victims without fear of
being identified due to the anonymity given by information and communication technologies
(ICTs). Unlike victims of conventional bullying, cyberbullying victims are frequently uninformed of
the perpetrator's identity. Because to the pervasiveness of the internet and ICTs, cyberbullying can
occur anywhere and at any time, making it a widespread and persistent problem. Given these
circumstances, there is an urgent need to examine cyberbullying among university students so that
effective prevention techniques can be developed. Existing research has primarily focused on
adolescent populations, however cyberbullying can harm people of all ages and may even increase
with age.

This study's objective is to examine the factors associated with cyberbullying behavior. This study
aims to investigate the various elements that contribute to cyberbullying and their link to
cyberbullying attitudes. This study aims to address this research gap by investigating the
fundamental causes of cyberbullying behavior. The findings of this study are predicted to inform the
development of effective anti-cyberbullying methods.

Personal Factors

Psychological Factors

Cyberbullying Factors
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Environmental Factors

Socio-Cognitive Factors |

Figure 1: Cyberbullying Factors

Cyberbullying Forms
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Cyberbullying is a pervasive and multifaceted topic. Specifically, university students engage in
many forms of cyberbullying, such as flaming, trolling, denigration, masquerade, exclusion, outing,
cyberstalking, harassment, and frapping. Flaming is the use of obscene language in online
communication, whereas trolling is the use of negative communication to generate an argument or
brawl [4]. Denigration is the act of spreading rumours to harm someone's reputation [40], whereas
masquerade is the act of impersonating someone else to conceal one's true identity [41]. Exclusion
is the removal of a user from an internet community , and outing is the public disclosure of a user's
private information [22]. Cyberstalking is the sending of offensive text messages through internet
contact [42], whereas text message harassment is the victimization of persons through the sending
of disrespectful, rude, and offensive text messages [22]. Finally, frapping entails posting improper
stuff to the social media accounts of another person while making it appear as though the actual
account owner posted it [22]. Knowing these distinct forms of cyberbullying can help to find
effective tactics to combat this issue.

Identification of Cyberbullying Factors
Personal Factors

An individual's conduct and sentiments regarding cyberbullying are substantially influenced by
personal characteristics. These variables are unique to each individual and often result in distinct
beliefs and behaviors related to cyberbullying. Past research has found three key personal elements
that contribute to cyberbullying: demographic factors (gender race and age)[19], [27], [25], [30],
[15] and cyberbullying awareness [4], [26].

Demographic
Factors

Personal
Factors

Cyberbullying
Awareness

Figure 2: Personal Factors

Many research have studied the association between gender, race, age, and cyberbullying. Gender,
age, and race are significant factors that influence the commission and experience of cyberbullying,
resulting in detrimental outcomes for both the perpetrator and victim. Empirical research has
revealed that there exist disparities between genders regarding the incidence of cyberbullying.
Specifically, males tend to be more inclined to partake in this conduct than females [27], [3], [7],
[5], [1]. Conversely, females are more likely to be subjected to cyberbullying than males and are
less inclined to engage in such conduct themselves [27], [30], [7], [5], [1]. The results of this study
indicate that there exist notable gender inequalities in the occurrence and commission of
cyberbullying, as males exhibit a greater propensity to participate in this conduct while females are
more prone to become victims of it.

In addition to demographic considerations, an individual's cyberbullying conduct is influenced by
their cyberbullying knowledge and awareness. Individuals who have a greater awareness of
cyberbullying and its effects on the victim are less inclined to participate in such conduct [12] than
those who lack this knowledge[4], [6].
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Figure 2 depicts a conceptual map of the human factors linked to cyberbullying. While tackling
cyberbullying in a variety of contexts, such as colleges, schools, and workplaces, it is essential to
examine these human elements.

Socio-Cognitive Factors

People have a tendency to adopt the behaviors they perceive in their environment and society,
assuming that these activities are appropriate because everyone else is engaging in them. Socio-
cognitive elements are formed as a result of the interactions between people and their upbringing.
Many factors lead to the adoption of cyberbullying behavior, however socio-cognitive elements are
frequently disregarded despite their importance.

Socio-cognitive aspects are the second category of traits that contribute to the understanding of
cyberbullying, according to a comprehensive research study. These attributes comprise moral
disengagement [14], degree of sorrow, and extent of remorse [8]. Moral disengagement is the
process of persuading oneself that moral standards do not apply in a given circumstance. According
to research, moral disengagement is a precursor to cyberbullying and has a substantial effect on its
perpetration.

Socio-Cognitive
Features

\ 4 \ 4 \ 4
| Sorrow | [ Remorse ] [ __ Moral ]
Disengagement

Figure 3: Socio-Cognitive Factors

According to studies, those with a high level of moral disengagement are more prone to participate
in cyberbullying. The second socio-cognitive factor pertains to the degree of remorse and sorrow,
which have been relatively under-researched but are pivotal to comprehending the underlying
motives of cyberbullying. A comprehensive review of the literature indicates that remorse and
sorrow exhibit a negative association with the perpetration of cyberbullying. Individuals
experiencing elevated levels of remorse and sorrow are less inclined to engage in cyberbullying
activities.

In order to comprehend and explain cyberbullying behavior, socio-cognitive aspects play a crucial
role. Figure 3 depicts a conceptual map of socio-cognitive elements related to cyberbullying.

Prior research has demonstrated a connection between moral disengagement and cyberbullying [14].
In contrast, sentiments of guilt and grief had a detrimental effect on cyberbullying behavior [7].
Moral disengagement is a cognitive process that supports aggressive action, and persons who have
normative attitudes about cyberbullying are more likely to engage in this behavior [37]. The absence
of guilt and sorrow strengthens this process further. People who lack guilt and grief may be more
prone to promote their aggressive or bad behavior through cyberbullying, since they may not
completely comprehend or empathize with the suffering of cyberbullying victims [28]. Overall,
these results imply that the presence or absence of specific emotions and cognitive processes can
have a substantial impact on the likelihood of engaging in cyberbullying activity.
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Psychological Factors and Cyberbullying Attitude.

The review of the literature on cyberbullying has found a number of psychological features that
either precede or follow cyberbullying activity, or both. These characteristics include traits of
personality [16], tension [23], [19], [24], [18], anxiety [23], [19], [24], [18], depression [23], [19],
[24], [18], emotional maturity [14], [24], vengeance [27], solitude [4], [8], irritation [11], self-
esteem [19], [30], [18], [20], aggression [30], [31], empathy [30], [14], antisocial conduct [19],
insecurity, internalizing behavior [4], [6] and jealousy [26]. These psychological variables are
crucial for explaining the phenomena of cyberbullying, according to the review’s findings.
Understanding these psychological aspects can contribute to a thorough knowledge of the complex
nature of cyberbullying behavior, as evidenced by this review. As both antecedents and outcomes of
cyberbullying activity, these psychological characteristics demonstrate a combination of positive
and negative interactions. Conclusion: psychological aspects are the most significant and influential
in understanding cyberbullying behavior. The literature review indicates that the previously
described psychological traits are frequently connected with the onset of cyberbullying behavior. In
addition, the review finds that modifying the psychological makeup of individuals can help prevent
cyberbullying. Figure 4 depicts a graphic representation of the psychological characteristics
associated with cyberbullying.

As per [10] and corroborated by [2], victims of cyberbullying often score high on aggression and
antisocial conduct scales. Self-esteem and internalizing behavior are other factors that influence
cyberbullying behavior. For example, [29] noted that internalizing behavior can contribute to
cyberbullying. In certain instances, cyberbullying victims may become cyberbullies themselves,
demonstrating that internalizing conduct might lead to this behavior.

[ Psychological Factors ]
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Figure 4: Psychological Factors

T

Self-esteem is another psychological factor that is associated with cyberbullying. Much like
internalizing behavior, self-esteem can serve various purposes. Poor self-esteem can increase a
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person's risk of becoming a cyberbullying victim and then their likelihood of becoming a
cyberbully. Cyberbullying targets are more likely to be those with low self-esteem [36]. As a
response, a considerable number of individuals may resort to becoming cyberbullies themselves in
the future. Moreover, emotional factors have been identified as a significant determinant that
influences the decision to engage in cyberbullying behavior [24]. Those with mental issues such as
depression, anxiety, and stress frequently engage in cyberbullying [23]. Another element that
predisposes persons to engage in cyberbullying is a lack of empathy. Cyberbullying is most
frequently perpetrated by individuals who lack comprehension [30]. Research indicate that
cyberbullies desire retribution against their victims. Less commonly reported, yet crucial factors that
contribute to cyberbullying include childhood trauma, solitude, emotional states of unhappiness and
feelings of inadequacy, low levels of awareness, emotional distance, and mood swings.

Several research [15],[26], [17], [20], [36], and [13] have shown that personality is a significant role
in cyberbullying perpetration. Personality qualities and emotional trauma have a direct effect on the
perpetration of cyberbullying [18], with students with personality disorders more likely to engage in
cyberbullying [18]. Most researches have focused on the influence of the Big Five Personality
qualities on cyberbullying behavior. Yet, another significant personality construct is the Dark Triad,
which comprises traits that are more strongly associated with negative actions such as
cyberbullying. The Dark Triad refers to a combination of three personality traits: Machiavellianism,
narcissism, and psychopathy. Machiavellianism is characterized by an unemotional and calculating
demeanour, dishonesty, and manipulative behavior aimed at achieving personal goals. Narcissism is
defined by an excessive sense of superiority, entitlement, and grandiosity. Psychopathy, on the other
hand, is characterized by a lack of empathy, a tendency towards adrenaline rush, and state of
fearlessness.

Environmental Factors

Environmental
Factors
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Figure 5: Environmental Factors
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Environmental factors are extrinsic aspects of an individual's surroundings. This study identified
four categories of environmental factors that increase cyberbullying risk. The family and household
environment is the first group, followed by the academic and technical surroundings. Family-related
characteristics, such as favoritism, closeness, conflicts, and values, significantly impact an
individual's cyberbullying behavior, according to the study [8], [14], [17], [24], and [39]. In
particular, family arguments were found to be positively associated with cyberbullying behavior,
whereas family closeness, favoritism, parenting practices, and family values were found to be
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adversely associated. Consequently, the family and household environment significantly influences
a person's propensity to engage in cyberbullying. The academic and technological contexts also play
a role, highlighting the necessity for a comprehensive strategy to combat cyberbullying among
college students.

Considering the technical environment, research reveals that technology availability and ICT self-
efficacy affect cyberbullying behavior. Due to adequate access to technology and ICT self-efficacy,
cyberbullies can conceal their identity, resulting in increasing cyberbullying [25], [5]. Anonymity is
another key factor that motivates individuals to engage in cyberbullying, as victims in the cyber
environment are ignorant of the perpetrators. Anonymity has a beneficial effect on cyberbullying
behavior, leading to an increase in cyberbullying [9].

In addition, research indicates a connection between sibling hostility and cyberbullying. There is a
positive correlation between individuals who have witnessed domestic abuse and their tendency to
participate in conventional forms of bullying. Similarly, those who have experienced sibling
bullying are more prone to engaging in cyberbullying. Furthermore, various studies have established
a connection between one's socioeconomic status, family composition, and cyberbullying. Some
factors that can contribute to the occurrence of cyberbullying include the academic atmosphere. A
few studies suggest that school or university environments are connected with cyberbullying, based
on the scant research available.

According to research [32], Colleges that maintain a safe and reliable general environment and
foster strong connections between faculty members and students are less prone to instances of
cyberbullying. In addition, peer interactions can be a significant contributor to cyberbullying.
People who lack friends or who feel lonely and unaccepted by peers are more prone to engage in
cyberbullying [35] than those who have positive and strong peer interactions. The role of
appearance is significant in the context of cyberbullying, as those who view cyberbullying as a
means of establishing status or power are more prone to engaging in this behavior than those who
do not equate it with a demonstration of dominance.

Family and household factors, including parenting practices, domestic violence among spouses and
siblings, socioeconomic status, and family arrangement, are significant determinants of involvement
in cyberbullying. Adolescents that engage in cyberbullying generally lack parental supervision,
attachment, and affectionate interactions [38]. Additionally, students who receive more parental
support are less likely to engage in cyberbullying [34]. Figure 5 is a conceptual map of the
cyberbullying-related environmental elements mentioned in the research.

Cultural factors are a critical category of factors that influence the prevalence and impact of
cyberbullying. Cultural factors refer to the broader social and cultural values and beliefs that shape
attitudes towards cyberbullying.

In some cultures, aggression is seen as a positive trait that is necessary for success. This can create a
culture that is more tolerant of aggressive behaviors, including cyberbullying. In cultures that value
individualism and self-expression, online communication may be seen as an opportunity to assert
dominance and control over others. This can contribute to a culture of cyberbullying where
individuals feel empowered to use digital technology to harass or intimidate others. There is a
stigma around mental health issues and seeking help. This can make it more challenging for victims
of cyberbullying to seek support and can contribute to feelings of isolation and helplessness.

Cultural attitudes towards gender can also influence cyberbullying. For example, in cultures that
value traditional gender roles, girls may be more likely to experience cyberbullying as a result of
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gender-based stereotypes or expectations. Social status is highly valued and competition for social
status can be intense. This can create a culture where cyberbullying is used as a way to gain social
status or assert dominance over others.

Discussion

Cyberbullying's rise as a phenomena has prompted an increase in research on the subject.
Researchers from many countries have conceptualized the phenomenon of cyberbullying and
employed survey research designs to gather empirical evidence regarding different theoretical
frameworks, like the theory of planned behavior. The study aims to investigate cyberbullying by
evaluating empirical studies completed over the past five years and previously published. The
review found that personal, behavioural, socio-cognitive and environmental factors are antecedents
and effects of cyberbullying. The four criteria were categorized as either unfavorable or good.
Negative variables are negatively related with the phenomena and discourage cyberbullying, whilst
positive factors have the opposite effect.

The purpose of this study was to identify frequently outlined cyberbullying elements in academic
literature. Based on the findings of this survey, "Emotional Issues (Depression, Anxiety, and Stress)"
was reported as the most commonly occurring cyberbullying factor with a frequency of sixteen.
Eleven times each, Self-Esteem and Aggression are the second most often mentioned factors. The
frequency of "Aggression” is seven, while "Personality” and "Poor Relationships™ each occurs seven
times. The frequency of "Parenting Style" and "Academic Performance" is five. Each lack of
compassion and anonymity, occurs four times. There are three mentions of vengeance, peer-to-peer
interactions, technological immersion, and accessibility of internet.

In addition, the study reveals that several factors are associated with cyberbullying, such as
cyberbullying consciousness, impulsive behaviour, attitudes of peers, excessive social media use,
ethical disengagement, level of regret and remorse, emotional maturity, solitude, feelings of
inadequacy, discontent, envy, abusive behaviour lack of empathy, adverse childhood experiences,
social isolation, and personality factors. These factors are recorded with a frequency of one,
demonstrating their significance in comprehending cyberbullying as a phenomenon.

Conclusion

By identifying the characteristics that contribute to cyberbullying, this study makes a substantial
advance to our understanding of this behavior. In lieu of adopting a standard strategy that focuses on
one or two aspects, this study provides a comprehensive assessment of the many factors that
contribute to cyberbullying. Cyberbullying conduct can be predicted based on the mentioned
criteria. Victims have reportedly attempted and committed suicide as a result of cyberbullying in the
contemporary world. This study underlines the importance of comprehending and analyzing
cyberbullying.

The literature on cyberbullying behavior prediction is broad and eclectic. Researchers, parents,
educators, university management, IT specialists, psychologists, and students can all benefit from
this study's conclusions. This study examines the elements that lead to cyberbullying behavior, as
well as the interaction between these factors. The identification of these components and their
relationship can provide a comprehensive knowledge of the phenomena of cyberbullying.

Understanding the various factors that contribute to cyberbullying can be helpful in detecting
cyberbullying behavior. By identifying these factors, we can develop effective strategies for
detecting and responding to cyberbullying. For example, Recognizing individual factors such as
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psychological or behavioral issues can help us to identify individuals who may be more likely to
engage in cyberbullying behavior. Identifying these individuals early can help to prevent
cyberbullying before it occurs. Understanding the social and cultural context in which cyberbullying
occurs can help us to detect and respond to cyberbullying behavior. For example, identifying
schools or communities with high levels of bullying and aggression can help to target interventions
and support for at-risk individuals, and comprehending the wider cultural values and beliefs that
contribute to cyberbullying can facilitate the development of specific interventions aimed at
preventing and addressing this phenomenon. Encouraging favourable cultural norms related to
respect and empathy can foster a culture in which the occurrence of cyberbullying is less probable.
Incorporating factors that contribute to cyberbullying into a dataset can improve cyberbullying
detection. The factors include individual factors such as psychological or behavioral issues,
environmental factors such as the social and cultural context, technological factors such as
anonymity and distance, and cultural factors such as attitudes towards aggression, communication,
help-seeking, gender, and social status. Incorporating these factors into a cyberbullying detection
dataset can lead to more accurate and efficient detection and improved interventions and support for
those affected by cyberbullying.

The researchers identified a total of 38 traits associated with cyberbullying, which were
subsequently classified into four distinct classification: "Personal factors,” "Socio-cognitive
factors,” " Environmental factors,” and " Psychological factors." The use of concept maps to define
these elements as positive or negative illustrates the relationship between cyberbullying factors and
cyberbullying perpetration clearly. This categorization has the potential to aid researchers and
policymakers in gaining a comprehensive understanding of cyberbullying as a phenomenon.
Overall, this study emphasizes the significance of knowing the elements that contribute to
cyberbullying behavior and provides a detailed overview of the many contributing components.
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